NAMATKA
ANA rpaxaaH o npocunakTuke u npeaynpexaeHn AUCTaHUMOHHBLIX NpecTyniieHnn B cepe
MH(OPMaLUOHHO-TENTEKOMMYHUKALMOHHbIX TEXHONOINI:

YT10ObI HE OKa3aTbCA XXePTBOW MOLUEHHMKOB HeO6X0AMMO 3HaThb creaylouiee:

— COTPYAHUKM Nnoboro 6aHKa HUKOrAa He NPOCAT COOOLWUTL AaHHbIe Balwen KapTbl (Homep
KapTbl, CPOK €€ AeNCTBUA, CEeKPETHbIN KOA Ha 06GOPOTHON CTOPOHE KapThbl), TaK KaK y HUX
OAHO3HA4YHO MMEIOTCA BallU AaHHbIE;

— He Npu Kakux o6cToATeNbCTBax He coobLaTh AaHHbIe Ballen 6aHKOBCKOW KapThbl, a TaK Xe
CeKpeTHbIN Ko Ha OGOPOTHOM CTOPOHE KapThbl;

— XpPaHUTb NMUH-KOA OTAENbHO OT KapThbl, HA B KOEM Clly4ae He nucaTb NMUH-KOA Ha caMom
6aHKOBCKOM KapTe;

— He coobLwaTb NUH-KOA TPeTbUM Nnuuam;

— ocTeperatbcsl «TenePOHHbIX» MOLUEHHUKOB, KOTOpPbIe NbITalTCs BBECTU Bac B
3abnyxaeHwue;

— nyJuwe usberatb TenedOHHbIX Pa3roBOPOB C NOA03PUTENbHbLIMU NHOABMU, KOTOPbIE
npeacTaBnATCA COTPyAHMKaMM 6aHKa, He bonTechb NpepBaTb pa3roBop, NPOCTO KnaauTte
TPY6Ky;

— BHUMartenbHo yutante CMC coobweHunsa npuxogsuime ot 6aHkKa;

— HUKOrAa 1 HUKOMY He coobLuanTe Naposiv, U CeKpeTHble KOAbl, KOTOpPble NPUXOAAT BaM B
CMC cooOLieHnn ot 6aHKa;

— NMOMHUTE, YTO TOJIbKO MOLUEHHUKMX CNpaLUMBalOT CeKpPeTHbIe Naposiu, KOTopble NPUXoaNT K
BamMm B CMC coo6LweHun ot 6aHKa;

— COTPYAHUKM BaHKa HUKOrAa He NonpocAT Bac NPOUTM K 6aHKkomarTy;

— ecn1 Bac Nonpocusn NpomTu ¢ 6aHKOBCKOM KapTon K 6aHKoMaTy, TO 3TO O4YeBUAHO
MOLLUEHHUKM;

— He NoKynanTe B UHTEPHET — Mara3amHax ToBap No ABHO 3aHWXEeHHOW CTOMMOCTM, TaK KaK 3TO
O4YeBUAHO MOLUEHHUKMU;

— HMKOrAaa He nepeBoAUTe AeHeXHble CpeacTBa, ecnvu 06 3ToM Bac NpPocuUT caenaTthb Ball
3HAaKOMbIW B cOLManibHOMN CEeTU, BO3MOXXHO MOLLUEHHMKN B3/IOMarnmn akkayHT, CHavyana
CBSXXUTECb C 3TUM YEeJNIOBEKOM U y3HauTe JEeNCTBUTENbHO JI1 OH NPOCUT Yy Bac AEeHbIU;

— B ceTn «MHTepHeT» He nepexoauTe No CCbiflkaM Ha HEM3BECTHbIe CalTbl;

— fAencTBynUTe 064yMaHHO, HEe TOPONJINBO, MOMHUTE, YTO «BecnnaTtHbIN Cbip TONLKO B
MbILLIETOBKEY.
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MHTepHeT-MOLLIeHHVI‘-IeCTBO = NaMATKa Ansa rpaxaaH

CHTYALINSA 1

Bel  nmomyunnum  3seKTpoHHOE
. = 18:42 @» | coobumieHHe O TOM, YTO Bbl BBIMI'PAIH
ABTOMOOWIIE U Bac NPOCAT NepeBecTH
JIEHBI'H JUId NoNy4YeHus npu3a’?

HHKOI'JIA He ornpaeasiite
eHbI'H HE3HAKOMBIM JIHIIAM HA HX

b |
MNosppaensem! Bel Beimrpanu A1eKTPOHHbIE CYeTa.
asTomobune Audi AB. Ilomuume, uwmo eeposimMHOCMEb

|
‘MoapoGHocTu no TenedoHy. gblUZpAMey  Npus,  HEe  APUHUMAA
yuacmusi 8 po3blepbluie CMpeMumcs K

@ P N G HVIK), a GEPOAMHOCMb  6036pamad
deHes, nepeNucIeHHbIX Ha AHOHUMHBIN
INEKMPOHHBIL KOwienex

FAOVMBIULIEHHUKOG, U MO20 MEHBLUE.

B nocnegHue roapl LLUMPOKYH NonynAapHOCTb NOJTy4YUIrin CMC-paccCbiJyTIKN NN 3N1EKTPOHHbIE NMNCbMa C
COO6LLI,GHI/IFIMVI O BbirpblLLEe aBTOMOOMNA NMbo APYyrnx UeHHbIX NPpU30B. Ons nony4yeHuns
«BblUTpbIW@» 3110yMbILLIITEHHUKN 00bl4HO NPOCAT NepeBeCTN Ha ANNEKTPOHHbIE cHeTa onpeaeneHHyro
CyMMYy OeHer, MOTUBuMpy4 3To HeobXxoaANMOCTbIO ynnatbl Hanoros, TaMOXXEHHbIX NOLUSTNH,
TPaHCNOPTHbLIX pacxXxoaoB U T.4. MNocne nony4vyeHuna AeHeXHblX CpeacTB OHM NepeCTaroT BbIXOAUTb
Ha cBs3b NGO NPOCAT nepeBeCTUN OONOJIHUTENbHbIE CYMMbI Ha O(bOpMJ'IeHI/Ie BblUrpbILLA.

OrpaguTb cebsa oT nogobHOro poaa NpectynineHni npegenbHo NpocTo. MNpexae Bcero Heob6xoanmo
ObITb BnaropasyMHbIM. 3agyManTecb Hag TeM, NPUHUMANMU N Bbl y4acTue B pO3birpbille Npusos?
3Hakoma 1M Bam opraHv3saLms, HanpasuBLLasa yBegoMIieHne o Bbiurpbiwe? OTKyaa opraHusatopam
aKUMM M3BECTHbI BalLW KOHTAKTHblE AaHHble? Ecnn Bbl HE MOXETE OTBETUTL XOTSA Obl HA OOVH K3
3TMX BONPOCOB, PEKOMEHAYEM BaM MPOUrHOPUPOBaTb NOCTYNMBLLEE COObLLEHME.

Ecnu Bbl pelumnu ncnbiTaTb CHacTbe U BbINTM Ha CBSI3b C OpraHM3aTopamMu po3birpbilla,
noctapanTechb NOMYy4YnTb OT HUX MakCUMarnbHO BO3MOXHYH MHGOPMaLMIO 06 akuuK, yCroBmsx
yyacTusi B Hell 1 npaBunax ee nposeaeHusi. [oMHUTE, YTO YNOMMHaAHWE BalLero MMeHU Ha
WHTepHeT-caliTe He ABNSeTCA NoaTBEpPXKAeHNEM A00ponopsaao4YHOCTN OpraHn3aToOpPOB akLumn 1
rapaHTVen Ballero BbiUrphbILLa.

JNMo6as npocbba NepeBecTy AeHEXHbIE cpeacTBa ANs NoMyYeHusl BbIMrpbllla A0MKHA HACTOPOXNUTb
Bac. [MoMHUTe, YTO BbIUIPLILL B TIOTEPEID BNeYeT 3a co6oi HanoroBble 06s13aTenbCTBa, HO NOPSAOK
ynnaTbl HANoroB pernaMeHTUpPoBaH AeNCTBYOLWMM 3aKOHO4ATENbCTBOM M HE OCYLLIECTBNSETCS
NOCPEACTBOM NepeBoAa AEHEXHbIX CPEACTB Ha 3NEKTPOHHbIE CYeTa rpaxkaaH U opraHvM3aumin unm
T.H. «3NEKTPOHHbIE KOLLENbKMY.

ByaobTe 6anTensbHbl U MOMHUTE O TOM, YTO ANSA TOro, YTobbl YTO -TO BbIMrpaTb, HEOBXOAUMO
NPUHUMAaTL y4acTue B po3birpbile. Bce ynoMmHaHmsa o ToM, YTO Ball HOMEP SIBNSieTCs
«CYACTNMBbLIM» N OKa3arncsi B CIMCKE y4aCTHUKOB NoTepeu, ABNAKTCS, Kak NpaBumo, N1Llb YIOBKON
ANS NPUBNEYEeHNsa Balero BHUMaHus.
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CUTYALIUSA 2

Bel pewinim KynuTe B HHTEPHET-
MarasuHe HOBBIH MOOHIIBHBII
tenedoH, HoyTOYK Wi doToanmnapar
MO CYNeprnpHBIEKATeNbHOH LeHe, HO
Mara3uH MPOCHT NEPEYHCIIHTE
npeaomniary?

Apple IPhone 55 16Gh (CepefpucTuii)
jrastpee. @ 15000 Py

HUKOI'IA ne nepeuncasiire
== JeHbTH HA IeKTPOHHbI¢ KOWIEILKH
OECaEs80 H cYeTa MODHIbHBIX TeJied)oHOB.
OnAaTa W foeTanK Homuume o mowm, Yo

L Mepsapy =8 QMM s UEnes HIkep
2 Yo o S UHMEPHEM-MA2A3UH ~ HE  MOJNCEm
3 Megeang =@ EpTy

i g nPUANMAamMeE  onRjamy  3ia NoOKVAKY 6

Erageney EapT

e i el makou ¢popme. Ecau eac npocam
onIamume MoEAp ¢ UCHOAb308AHUEM

e el MEPMUNHATOE  IKCAPECC-ONIAMBL Wl
* s nepesecmu deHbau HA  INEKMPOHHBIN
KOWenexK, EPOAMHOCME MO20, 4MO Gbl
CTOIKHYIUCH ¢ MOWEHHUKAMU KpatiHe
BHICOKA.

Hepegku cnyvyan MOLLEHHNYECTB, CBA3aHHbIX C AEATENbHOCTbI MIHTEpHET-Mara3nHoOB U CalToB MO
npoaaxe aBsMabuneToB. Yem npmenekatT NOTEHUManbHbIX XXepTB MOLIEHHUKN? [pexae Bcero -
HeoBOOCHOBaHHO HM3KMMKM LieHaMu. [pun 3aka3e TOBapOB Bac NOMNPOCAT BHECTW NpegonnarTy,
3a4acTylo NyTeM BHECEHUS] AEHEXHbIX CPEACTB Ha HEKUIA BUPTYarbHbI/A KOLLENeK NocpeacTBOM
TepMuHana akcnpecc-onnartbl. [lanee marasuH B Te4eHME HECKONbKMX AHEeN ByaeT npuayMbiBaTb
OTroBOpKK 1 obeLatb BaM CKOpPYt AOCTaBKY TOBapa, a noToM 6eccriegHo ncyesHeT nnbo npuwnet
HEeKa4YeCTBEHHbIN TOBap.

Llenb nogo6GHbIX caToB — 06MaHyTb MakCUMarnbHOe KONMYeCTBO JoAel 3a KOPOTKUA CPOK.
CospgaTb VIHTepHeT-calT cerogHs — Aerio HECKONbKMX MUHYT, MO3TOMY BCKOPE Nocrne npekpalleHus
paboTbl caT BO3pOAUTCS MO APYroMy agpecy, ¢ ApYruM AU3anHOM U nog APYrMM Ha3BaHWEM.

Ecnu Bbl X0TUTE KynuTb TOBap Mo npegornnaTe NoOMHUTE, YTO cepbesHble VIHTepHeT-marasuHbl He
OyayT NpoCcuUTb Bac NEPEYNCNUTb AEHbIMM Ha BUPTYanbHbIN KOLENEK UNKN c4eT MOBUITbHOMO
TenedoHa. lNonwmte nHgopmaumo o marasmHe B ceTn VIHTepHeT, NOCMOTPUTE, Kak 400 OH
Haxoa4MTCA Ha pbliHKe. Ecnn Bbl MMeeTe eno ¢ canToOM KPYnHOW Uv N3BECTHOW BaM KOMMaHUMU,
ybeauTech B NpaBuSIbHOCTM HanMcaHnsa agpeca pecypca B agpecHom CTpoke Baluero 6payaepa.
Mpn HeobxoanmocTn NoTpebynTe OT aAMUHUCTPATOPOB Mara3nHa NpegoCTaBUTb BaM
NHpOPMaLIMIO O IOPULMYECKOM NULLE, NPOBEPbLTE ee, UCNOonb3ysa 0bLenoCcTyNHble 6a3bl JaHHbIX
HaNoroBbIX OPraHoOB U peecTp puandecknx nuy,. Yoéeamtecob B TOM, YTO Bbl 3HAeTE agpec, no
KOTOPOMY Bbl CMOXXETE HanpaBuTb MPETEH3NI0 B Clydae, ecnu Bbl OyaeTe HeOBOSbHbI MOKYMKOMN.
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CHTVYAIINS 3

- = 18:42 -

Bbl monyauin cMc-coobmeHle o
TOM, 4YTO Bama OaHKOBCKas KapTta
3abiiokHposaHa?

HUKOI'IA ne ornpasasiite
HHKAKHX [ICHEKHbIX CpeIcTB 1o
KOOPAHHATAM, YKA3AHHBIM B
co0DlIeHHH, He Mepe3BAHHBANTE HA
HOMEp, ¢ KOTOpPOro OHO NMPHULIO, W
He OTHPABISIHTE OTBETHBIX CMC.

Camblm npasiiibHbIM PeleHuem
6 danHou cumyayuu 6yoem no3soHums
8 Oank, BLINYCMUBUINTL u
00CTVAHCUBATOUIUTE sawyy  Kapmy.
Tereghon Oanka evi  Halideme Ha
ofopome sawien Kapmui.

3amMeTHO y4acTUNUCh CrlyYan pacchinkn CMC-COOBLLEHMI, coaepKallumnx MHpopMaLmo O TOM, YTO
6aHKoBCKasa kapTa aboHeHTa 3abnokupoBaHa B cuny paaa npuynH. MHoraa nogobHble coobLeHms
coaepxaT Npu3biB NepeBecTy AeHbrv AnA pa3brnokMpPoBKN KapTkl, MHOraa aboHeHTa NpocAT

NO3BOHUTb UIN OTMNPaBUTb CMC Ha KOPOTKMI HOMEP.

HeobxoaMmMo NOMHUTL O TOM, YTO eQMHCTBEHHas! opraHusauusa, KotTopad CMOXeET

NPOVH(OPMUPOBATL BaC O COCTOSIHMM BalLen KapTbl —

310 BaHkK, obecnyxusatowun ee. Ecnn y Bac

€CTb NOJ03PEHUS O TOM, YTO C BaLLElN KapTol YTO —TO He B NOPSAKE, ECIN Bbl MOMAYYUIIN CMC-
yBeoMIeHne 0 ee BroKMpoBke, HemeaneHHo obpaTutech B 6aHK. TenedoH KMeHTCKon criybbi
B6aHka 06bI4HO yKa3aH Ha obopoTe kapTbl. He 3BOHUTE N He OTNpaBnAnTe coodLieHnst Ha HoMepa,
yKa3aHHble B CMC-yBEAOMIIEHNN, 32 3TO MOXET B3MMaTbCs JOMNONHUTENbHAA nnara.



5
CUTVYAILIHNS 4

Ha MEKTPOHHOH JI0CKe
00BABIECHHH HIIH B COLMAIBHOH CeTH
Bbl HAILIM TOBAp, KOTOPBIH TaK J101T0
HCKAIIH, ¥ CTOMT OH HAMHOTI'O JelIeRie
4eM B JIPYTHX MecTax?

o O
AVITO rv HHUKOI'IA ne nmepeuncasiite
i JAeHbLIH HA WICKTPOHHBIC KOIIEAbKH,

faCEbOOk i He yﬁEﬂHB[I.IHCL B 0J1aroHAeKHOCTH

molotok.ru KOHTPATeHTA.
Brumamensno nocmompume e20
m petumunz  Ha  docke  00BABIEHUIL,
noyumanme OM3bIGH opyaux

noKynameaet, nouwume uH@opmMayiio
o HeMm & cemu Humepnem. [odymatime
Had mem, novemy mosap npodaemcs

max detueso, VIHAlme Kaxue
2apanmuy - Modcenm — npedocmasumbs
npodasey.

OpuH 13 nonynsipHbIX CNOCOOOB MOLLEHHMYECTB, OCHOBAHHbIX HA JOBEPUM CBSA3aH C pa3MeLLEHNEM
00bsABNEHMI O NpOAAXKe TOBAPOB Ha 3MEKTPOHHbLIX AOCKaX 0ObABNEHMIN N MHTEPHET-ayKunoHax. Kak
NpaBuUIIo, MOLLEHHVKN NPUBEKAOT CBOMX XXEPTB 3aHWKEHHBbIMWN LleHaMWN N BbIrOOHbIMU
NpeanoXeHnsiMn 1 TpedyoT Nepevncnenns npegonnaTbl NyTeM NepeBoaa EHEXHbIX CPeACTB Ha
SNEKTPOHHbIV KOLLENEK.

Brnaropasymue noMoxeT 1 3aecb. BHUMaTensHo nayumTte oobsBneHne, nocMoTpuTe MHpopmaLmio
0 nvilue, pa3mecTmBLUeEM ero. Ecnv Toproeasi nroliagka MMeeT CUCTEMY PeNTUHIOB NPOAaBLOB,
N3y4nTe OT3bIBbl, OCTABMEHHbIE APYrMMW NOKynaTensmu, He 3abbiBasi, 0gHAKo, O TOM, YTO
NPECTYNHUKN MOTYT OCTaBNSATb NOMOXUTENbHbIE OT3bIBbl O cebe, MCNOoNb3ys 4ONONMHUTENbHbIE
yyeTHble 3anucu. Bocnonbayiteck VHTepHeT-nonckom. MiHorga goctatodyHo BBECTU B hOpMY
noucka TenedOoHHbI HOMEep UM CETEBOW NCEBAOHUM NpoAasLa Ans Toro, YToObl 0GHAPYXNUTb, YTO
3T AaHHble yXKe UCMOMb30Barnuch B LIENAX XULWEHMS AEHEXHbIX CpeacTB U oOMaHa nokynaTtenen.

lMocMoTpUTE CpeaHIo CTOMMOCTb aHamnornYHbIX ToBapoB. Yepecyyp HM3Kasi CTOMMOCTb AOMkKHa
Bbl3BaTb Y Bac nogo3peHue. Ecnu npogasel TpebyeT nepeuncnuTb emy nosHy UM YacTUYHYO
npegonnarty 3a NnpuobpeTaemblil TOBap Ha 3MEeKTPOHHbIV CYET, MogyMaiTe, HacKOMbKO Bbl FOTOBbI
[10BEPSATb HE3HAKOMOMY YernoBeky. [ToMHUTe, YTO Nepevncnsas AeHbr He3HAaKOMbIM fMuam
NOCPEACTBOM aHOHUMHBIX MIaTeXHbIX CUCTEM, Bbl HE UMEETe rapaHTUin UX BO3BpaTa B cry4dae,
€CInu caenka He COCTOUTCS.
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CHIVAITHA 5

Brl x0THTE NpHOOpPECTH ABHAOHNETH
qepes Huteprer?

HHKOT' JA He Do Ib3ViATECE
YCIyraMn HeNPOEEPEHHEIX i
HeHIBECTHRIX CafiTOE @m0 OpoJaie
OHIeTOB.

Saraxcume Gutemsl Hepes caiim
ASUAKOMRAHUY wiu AZeHMCmeEd,
HOTORCUMETEHO 3APEKOMEHI0EASUIEZ0 CebR
HA pripxe. He nepespdume OJeHbsu 34
BuTemsl HA RTEKMPOHHLIE KOWETLKU LWTU
sapybesxcusle ciema. IIpu e0SHUKHOSEHUN
HoOdO3peHUT popamumecs g
MPeICMASUMETRCNES A8UAKOMHMAHULL

MokynaTb aBnabuneTbl Yepes VMIHTepHeT yaobHO. Bam He HYy>XHO HUKy[a exaTb U CTOAThb B
ouepeasix. Bbl BbiGUpaeTe pevic, aaty, onnadveaete GuUneT u nonyyaeTe ero CnycTst HECKOMbKO
cekyHa. CeroaHs MHOrve noan BbIOUPAOT MMEHHO Tako cnocob npruobpeTeHus bMneToB Ha
camorer.

EcTecTBEHHO, MOLLEHHUKN HE MOTYT OCTaBUTb AaHHYO cdepy 6e3 BHMMaHuA. 3a nocnegHui roq
CYLLIECTBEHHO YBENNYMIIOCh KONMYECTBO Xanob Ha oOMaH npu NoKynke aNeKTPOHHbIX G1neTos.
Cospatb VIHTepHeT-canT No npogaxke aBnabuneToB — 4er10 HECKOSbKMX YacoB, HA CMEHY ero
Ha3BaHWs, agpeca u BHeELWHero ohopMreHnsa TpebyeTtca elle MeHble BpeMeHU. Kak npasuno,
obmaH packpblBaeTCcs He cpasy, HEKOTOPbIE Y3HAKT O TOM, YTO UX BMMNETOB HE CyLeCTBYET, N1Lb B
asponopTy. ATO JaeT MOLUEHHNKaM BO3MOXHOCTb NepeHecTn cBon MIHTepHeT-pecypc Ha HOBOE
MECTO 1 NpOoAOSKaTb CBOK NPECTYMNHYO AEATENbHOCTb Nog APYrMM Ha3BaHUEM.

YT06bl HE NcnopTUTb cebe OTAbIX UM OENOBYH MNOE3AKY CTOMT BHUMAaTENbHO OTHECTUCH K MOKYTKe
aBnabuneToB Yyepes ceTb MIHTepHeT. Bocnonbayiitech ycrnyramu VMIHTepHeT-carita aBMakoMnaHum
UNn areHTCTBa No npoaaxe GuneTos, AaBHO 3apekoMeHaoBaBLLero cebs Ha pbiHke. C
OCTOPOXHOCTbI OTHECUTECH K AEATENbHOCTU HEU3BECTHLIX BaM CalToOB, 0COGEHHO TeX, KOTopble
NPUBIEKaloT Balle BHMMaHWe creunarnbHbIMU NPEarnioxXeHUsIMN U HU3KMMK LeHamu. He nepesoauTe
[AEHbIM Ha 3NEKTPOHHbIE KOLLENbKM N cyeTa B 3apybexHbix 6aHkax. He noneHMTecb NO3BOHUTL B
npeacTaBUTENBCTBO aBMaAKOMMNaHUK, YTOObI yOeanTbCs B TOM, YTO Balll PENC CyLLeCTBYET U BuneTsbl
Ha Hero elle ecTb. AT NPOCTbIe NpaBuna No3BONAT BaM COKOHOMUTb AeHbIN U cOepeyb HEepPBbI.
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CHTVATIHA 7

ObmaeTeck E HHIEPHETE H HMESTE
AKKAVHTH B COLCETAR?

HHUKOI' A =He pazMemaiiTe B
OTKPEITOM JOCTYIEe H He OepejaeaiiTe
BHGopManmKw  JINYHOTO  XapakKTepa,
KOTOpas MOAeT GBLITh HCOOILI0BAHA BO
EpeI.

Ofuente & cemi & FHAYUMETLHOT
Mepe obezludeno, u 3a gomospadued
RPOPUTA MONCEM CRPBIEAMBCA KO YZOOHO.
Homuume © moM, HmMo egudeo U
AVOUOMPARCTAY NN, PAEHO KAK U J02U 8aiel]
cemesoli  HEpenucKu, Mosym  Oumb
COXPAHEHE] TOVMBIMLTEHHURAMY u
ENoCIedCmenl UCHOTBLI0EAHE] 8
MPOMUEONPASHLIY YaTax.

Ecnu Bbl nony4unnmn CMC unu MMC coobuieHne co CChIfIKOM Ha CKavymMBaHUEe OTKPbITKA, MY3bIKU,
KapTUHKM MW Kakow - HUByAb NporpaMmebl, He cneLlunTe OTKpbiBaTh eé. [lepenasn no CCbinke Bbl
MOXeTe, caMu TOro He NoAo3peBasi, NoSyYnTb Ha TenedoH BUPYC 1nn opopMnUTb NOAMUCKY Ha
nnaTHble YCnyru.

MocmoTpuTe, C Kakoro Homepa Obifo oTnpasneHo Bam coobuweHne. [axe ecnu cooblieHne
npucnan KTo -To 13 3HaKoMbIX BaMm Jogen, 6yaeT He NULHUM SONOSTHUTENBHO YOeanTbCcsi B 3TOM,
Beab CO0BOLeHne Morno BbITb OTNPaBIEHO C 3apaXKeHHOro TenedoHa 6e3 ero Begoma. Ecnu
OTnpaBuTENb BaM HE 3HAKOM, HE OTKpbIBaNTe ero.

MoMHMTE, YTO yCTaHOBKA aHTUBUPYCHOMO NPOrpaMMHOro obecneyvyeHns Ha MobunbHOe YCTPOMCTBO -
3TO He NpUXOTb, @ Mepa Mo3BosisoLLas NOBbICUTL Bally 6€30NacHOCTb.



HE OTHPBIBAKTE [1BEPh HE3HAKOMBIM
N0aAM, JAKe eC/Iv OHU NPEOCTaBNAKTCA
paboTHWMKaMK COLMANbHbIX, ra30BbIX,
3NEKTPOCHaBXaoLLWX CTyKO,

NONULIMM, NONUKNIMHUKK, XKKX U 1.0,
MepezBoHMTE 1 YTOUHMTE,

Hanpaensnn nx K Bam atoro cneuranmcral

HE IOBEPANTE,

ecnu Bam 3BOHST 1 cOOBLLAIOT, UTO

Balw poacTtBeHHUK MNKU 3HAKOMbIN

nonan B aBapuIo, 3a peLLeTky, B 6onbHULLY
nnm coeeplumn [TT1, 1 Teneps

33 Hero HYXHO BHECTU 3anor, Wwrpad,
B3ATKY, KyNUTb AOpOr1e NeKapcrea -

B obwem otkynuroes. JT0 OBMAH!

becnnarHaa
“ropauas nuuua MBI Poccun”

8-800-222-14-41

®g

He3zHakomel, coobluaeT o BoiMrpbiLe,
Gnok1poBKe GaHKOBCKOM KapTbl,

0 nepecyeTe KBapTrnnaThl, CPOYHOM obMeHe
[EeHer Ha AoMy WK npegnaraeT
npuobpecTv ToBaps! U TabneTku

NO HA3KUM “NbFOTHLIM” LieHam?

HEBEPBTE - 3T0 MOIUEHHHUECTBO!
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NAMATKA

CoBeTbl no onpegeneHnto UHTepHeT-pecypcoB, HECYLMX NOTEHLUANbHYIO Yrpo3y
cdmHaHCcoBOMY Gnaronony4uio nonb3oBaTenen

MHorve ntoan cerofHs Nornb3yTcs pasnnyHbIMU Nporpammam Anst o6MeHa coobLEeHSIMN 1
MUMEIOT aKKayHTbl B coumanbHbIX ceTax. [ns MHormx obLieHne B ceTu cTano HacTosbko
NPUBbLIYHBLIM, YTO NPAKTUYECKM NOMHOCTLIO 3aMEHUINO HEMOCPEACTBEHHOE XMBOE 0bLLEHNE.

I'IpeCTynan(aM B Hall\ AHN HE HYXXHO NPOBOAUTb CIOXHbIE TEXHUYECKME MEPONPUATUA ONA
nony4vyeHuna Ooctyna K nepcoHallbHbIM AaHHbIM, NOON OXOTHO OeNnATCA UMW CaMN. PasmeLllas
JetanbHble cBegeHnd o cebe B coumnanbHbIX CETAX, NONb3oBaTeENN 4OBEPAOT UX TbiCA4YaM nogen,
Aarneko He BCe U3 KOTOPbIX 3aCnyXunBakT JOBEPUA.

OO6LeHne B ceTu B 3HAUMTENBHOM Mepe 06e3nnyeHo, 1 3a otorpadumen npopuna MoxeT
CKpbIBATbCA KTO yrogHo. [1oaTomy He crieayeT packpbiBaTb Mano3HakKOMOMY YENIOBEKY Takme
nogpoBHOCTM BaLLemn XU3HWN, KOTOpble MOryT ObiTb UCMOMb30BaHbI BO Bped. [ToMHUTE O TOM, 4TO
BMOEO U ayanoTpaHCASALNN, paBHO Kak M Nory Ballen CeTeBOM Nepenuckn, MoryT BbiTb COXpaHeHbI
3M10yMbILLNIEHHMKAMM 1 BMOCNEACTBUN UCMOSNb30BaHbl B MPOTMBOMNPAaBHbIX LIENsx.

He 3abbiBanTe, 4TO HUKTO iyduie Bac CaMnxX HE CMOXeET no3aboTntbes o COXpPaHHOCTH TOW NINYHOMN
I/IHCpOpMaLI,I/IM, KOTOpOl71 Bbl HE XOTUTE AENUTLCSA C 0OLLECTBEHHOCTbIO.
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Uudopmauusa HUB UHTepnona MB[l Poccumn
O CaMbIX pacnpocTpaHeHHbIX BUAaxX MOLWEHHUYECKMX EeNCTBUN C UCNOSIb3OBaHNEM
KOMMNbIOTEPHbIX TEXHOJOMMN.

YBaxaemble rpaxaaHe! Ecnv Bbl OTHOCUTECH K aKTUBHbLIM Nonb3oBaTtensam VIHTepHeTa, To
pekomeHayem Bam o6s3aTenbHO npounTaTth 3TOT MaTtepuman!

MOLLEHHNYECTBO - 3TO XULLIEHUE YYXKOro UMyLLLEeCTBa Unu npnobpeTeHne npasa Ha vyxoe
nMyLLLeCTBO NyTEM obmaHa unm 3noynotpebneHus gosepueM. NogobHas npectynHas
AeATeNnbHOCTb NpecrneayeTcs 3aKOHOM HE3aBMCUMO OT MeCTa COBEPLLEHUS - B pearibHON Unu
BUpPTYyaribHOW cpeae.

MoOLUEHHUKM NOCTOSIHHO U3bICKMBAIOT BCE HOBbIE U HOBbIE BAPMaHTbl XULLIEHUS YY>KOro MMYLLLECTBA.
KpaTko ocTaHOBMMCS Ha CaMblX pacrnpoCTpPaHEHHbIX.

«bpayHble MmoweHHn4YecTBa»
TUNWUYHBIM MEXaHU3M: C UCMONb30BaHNEM ceTn VIHTepHeT

NPEeMMYLLLECTBEHHO Ha CanTax 3HAKOMCTB MPECTYMHUKN BbIOUPaIOT XEPTBY, HANaXXBaKT C HUM
3NEKTPOHHYO NEPENnUCKY OT UMEHU AeBYyLUEK, obellasa npuexaTb C Lenbko co3gaHns B dbyayLiem
ceMbW. 3aTeM nopg pasnuyHbiMK NpeanoraMm «HeBECTbI» BbIMAHUBAKOT AEHbLIN (Ha NeveHune,
MOKynKy MobunbHoro TenedoHa, npnobpeteHne GuneTos, onnatbl BU3bl U T.4.). [epenncka
BeAeTCs rmaBHbIM 06pa3om cTyaeHTamu nuHreuctTudeckmx BY3oB. HanpaBneHHble xepTBamu
AEHbIM MPEeCTYNHUKN NOSTy4atoT Ha NOACTaBHbIX Nvu. Nocne nonyveHns cpencTB nepenucka noa
pasnnyHbIMK NpeanoramMmm npekpawaeTcs.

«lMpurobpeTeHne ToBapoB u ycnyr nocpeactBom cetn MHTepHeT»

Mbl HACTONMBLKO NPUBBLIKIM MNOKYNaTb B UHTEPHET-Mara3nHax, YTo YacTo CTaHOBUMCS
HEBHUMATENbHbIMU, YEM W NONb3YITCS MOLWEHHNKU. OBbIYHO CXemMa MOLLEHHMYECTBA BbIrNAauT
Tak: cO34aéTcsa CanT-OAHOCTPAHUYHMK, HA KOTOPOM BbIKNaablBaOTCA TOBapbl OAHOMO BU3yanbHOro
npusHaka. LleHa Ha ToBapbl 00bI4YHO BECbMa NMpUBIiEKaTENbHAs, HUXE CpeaHEPbIHOYHON.
OTCyTCTBYIOT OT3bIBbl, MUHUMareH NHTepPMENC, ykasaHbl CKyaHble KOHTaKTHble AaHHble. Yalle
BCEro Takme MHTepHeT-marasuHbl pabotatot no 100% npegonnare. Nepenucka o npnobpeTeHnn
TOBapOB BEAETCS C UCMONb30BAaHNEM 3NIEKTPOHHbIX MOYTOBbLIX ALWMKOB. [10 4OrOBOPEHHOCTH C
npoAaBLOM eHblM NepevYncnatTcsd, Kak npaBusio, 3a rpaHuuy Yyepes "Western Union" Ha nmeHa
pasnuyHbIX Nogen. KoHeyHo xe, nceBao-npoaaseL, nocrie nonyyeHnsa geHer ncyesaert!

«KpuK o nomowm»

OauH 13 caMbix OTBpaTUTESNbHBIX CMOCOOO0B XULLEHUS AEeHEXHbIX cpeacTB. B nHTepHeTe
nosiBnsieTcs Aylepasavpatowasi uictopust o 6opb6e ManeHbKoro YenoBeka 3a usHb. Bpems noét
Ha Yacbl. Cpo4HO HeobxoaMMbl Aoporve rekapcTea, onepauus 3a rpaHuuent u 1.4. lNMpocsaTt okasaTtb
MOMOLLb BCEX HEPABHOAYLUHbIX 1 NEPEBECTU AEHbIN HA yKa3aHHbIe PEKBU3UTLI.

Mbl He npu3biBaeM O0TKa3biBaTb B MoMoLm Bcem k1o npocut! Ho! Mpexae yem nepeBoanTbL CBOM
AEeHbIN, MPOBEPbLTE - UMEKTCS NN KOHTaKTHbIE JaHHbIE ANS CBSA3M C poauTensamMu (poaCTBEHHMKaMMU,
onekyHamn) pebéHka. No3BoHMTE UM, HaNgMTe X B coLceTsax, noobLianTeck 1 ydbeantech B
YECTHOCTN HaMePEHUN.

«DULLINHMY

AsnsieTcs Hambonee onacHbIM 1 CaMbiM PacnpOCTPaAHEHHBbIM CNOCOHBOM MOLLEHHUYECTBA B
nHTepHeTe. CyTb 3akniovaeTcs B BbIMaHUBAHUN Y XXepPTBbl Naposien, NMH-kogos, Homepos 1 CVV-
kogoB. CxeM, KOTOpble NOMOratoT MOLLUEHHUKAM NOMNYYNUTb HYXXHble CBEAEHWSI, O4EHb MHOTO.
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Tak, Cc NOMOLLbIO CNaM-pPacChbifioKk NOTEHUMANbHbLIM XXepTBaM OTMNPaBNSTCA NOASIOXKHbIE NMMCbMA,
AKOObI, OT UMEHU NneranbHbIX OpraHn3aunii, B KOTOPbIX AaHbl YKa3aHUs 3anTu Ha "canT-4BONHUK"
TaKOro yupexaeHusa n noaTsepauTb Naponu, NUH-KoAbl 1 APYryH MHAOPMaLNIO, UCNOMNb3YyEMYHO
BMOCNEACTBUN 3M0YMbILLSIEHHUKaAMKM ANSA KpaXkn AeHer co cyeTa xepTsbl. [locTaTouHOo
pacnpocTpaHeHHbIM ABNSAETCA NpeanoXxeHne o paboTte 3a rpaHuLEn, yBe4OMIIEHME O BbIUMPbILLE B
notepeun, a Takke coobLLeHNs O NONyYeHUN HacneacTea.

«Hurepumiickue nucbma»

OnOuH 13 caMblX pacnpoCTPaHEHHbIX BUOOB MOLIEHHMYecTBa. TUNMYHasa cxema: XepTea nonyyaet
Ha CBO MOYTY MUCbMO O TOM, YTO SABIISIETCS cYACTNMBbLIM obnagatenem MHOFOMUMTIMOHHOIO
HacrneacTsBa. 3aTeM MOLUEHHUKM NMPOCHAT Y rnornyyaTtens nucbMa NoMoLM B MHOFOMUIIIMOHHBIX
[IEHEXHbIX onepauusx (nony4yeHve HacrneacTsa, NepeBoa AeHEr U3 0OQHOM CTpaHbl B APYryto),
obelLasn npoueHT oT caenku. Ecny nonyyatens cornacuTcs y4acTBoBaTb, TO Y HEFO NOCTENEHHO
BbIMaHMBAOTCS AeHbMM SkoObl Ha onnaTy cO0poB, B3ATOK YNHOBHMKAM U T.M.

«BpokepcKue KOHTOpPbI»

C Havana Tekyuwero roga B HUB MHTepnona MB[ Poccun HabnogaeTcst 3Ha4nTENbHbIN POCT
KonuyecTtBa obpalleHun rpaxaaH, nocTpagaBLUnX OT AENCTBUN BPOKEPCKMX KOHTOP.

B pacnopsikeHun Blopo umeeTcs MHgopMaums o CreayoLmnmx HeaoBpoCcoBECTHBLIX BPOKePCKMX
komnaHugax: «MXTrade», «kMMC1S» u «TeleTrade».

Ana Toro, 4Tobbl He NOTEPATb CBOM AeHbIM Npu Bblbope BpokepcKor KoMnaHUn HeobxoaumMo
obpallatb BHUMaHWe Ha cnegyrowmne npusHaku, KOTopble XapakTepusyroT KOMNaHUI0-MOLLEHHMKA:
obeLlaHne BbICOKNX NPOLIEHTOB, OTCYTCTBUE perncrtpaumm, obeliaHne ctabunbHom npudbIm
HOBMYKaM- Tpengepam.

Mepen TeM, kak JOBEPUTL CBOM KanuTarsn, BHUMaTENbHO U3y4nTe HE TONbKO MHTEPHET-PECYPChI, HO
1 ochmumanbHyo MHPoPMaL Mo 0 Bpokepe 1 ero perfnamMmeHT.

BaxxHo! lNomHuTe, uTO MHBECTUPOBaHME, npeanaraeMmoe Ha yCcnoBuax 6pOKepCKOI7I KOMnNaHuu,
BCerga ABnAeTCA BbICOKO PUCKOBAHHbIM AaXe Nnpu Hann4dnun 6e3ynpeqH0171 penyTaunm 6p0KepC|<017|
KOMMNaHUN.
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NMAMATKA

06 OCHOBHbIX crocobax ANCTaHLMOHHOIO MOLLEHHUYECTBA

HecmoTpsa Ha NpyHUMaeMble NPaBOOXPAHUTENbHBIMU OpraHaMn Mepbl, AUCTAHUMOHHBIE XULLEHUSI C
Mcnonb3oBaHWeM NHOPMALMOHHO-TENEKOMMYHUKALMOHHBIX TEXHOMNOMMIA CTPEMUTENBHO HabupatoT
cuny.

MOLLUEHHUKM YMENO MCNONb3YHT BCKO AOCTYNHYH MHAOPMALIMIO U COBPEMEHHbIE TEXHOMOMMN,
pasbupatoTcs B NCUXONOrM NtoAen, BbiHYXXaas KepTBY packpbiBaTb BCO MHopMaLmio o cebe
nmbo coBepLlaTb TE UIKN MHbIE OEWCTBUS, UCMONb3YIOT YernoBeyeckne cnabocTu (CTskaTenbCcTBo,
anyHocTb), YyBcTBa (CocTpaaaHue, 06ecrnoKoeHHOCTb 3a OMM3KMX, XKanocTb) B CBOMX KOPbICTHbIX
NHTepecax.

OCHOBHbIE U3BECTHbIEe CXeMbl TenecgoHHOro MolWweHH4YecTBa:
1. Cny4an ¢ poACTBEHHUKOM.

MoweHHWK npeacTaBnseTcs POACTBEHHUKOM (3HAKOMbIM) U B3BOSTHOBAHHbBIM FOSIOCOM MO TeredoHy
coobLaeT, YTo 3agepkaH COTpyaHUKaMMN NONMLMN 3a COBepLUEHME npecTynnenus (cosepwwun OTM,
XPaHWUIT OpYy>Xne UM HapKOTUKK, HAHEC TSXKKME TenecHble noBpexaeHns). [lanee B pa3roBop
BCTynaeT sKobbl COTpYAHUK nonmumn. OH yBEPEHHbIM TOHOM COOBLLIAET, YTO yXKe He pa3 «nomMorany
nogam Takum obpasomM. Ho ecnu paHbLue AeHbrM NPUBO3WIN HEMOCPEACTBEHHO eMy, TO cenyac
AeHbIM HeOOXO0aUMO NPUBE3TU B ONpeaeneHHoe MecTo, nepeaatb KakoMy-nnbo yenoseky, Nnbo
nepeBecTn Ha cyeT (abOHEeHTCKUIM HOMep TenedoHa).

2. Po3bIrpbIiw nNpu3oB (3To MOryT ObITb TenedoH, HOyTOyK, aBTOMOOUNbL U Ap.).

Ha tenedoH aboHeHTa COTOBOW CBA3W NPUXOAUT CMC-COOBLLEHNE, U3 KOTOPOro CneayeT, YTo B
pesynbTaTe NpoBeLeHHOM NNOTEPEN OH BbIMrpan aBToMobunb. [ns yToO4HEeHUs Bcex aeTanemn
NoTEHLManbHOW XXepTBe npeanaraeTcsa NoCeTUTb ONpPeaeneHHbIN CanT N 03HAaKOMUTBLCA C
YCNOBMAMU akumn, N0 NO3BOHUTL MO OQHOMY U3 YKa3aHHbIX TeNedOHHbIX HOMepoB. Bo Bpems
pasroBopa no TenegoHy MOLLEHHMKM COOBLLAKT O TOM, YTO ANS BbIMNOAHEHNSA HEOOXOANMbIX
dopmarnbHocTen (ynnatbl FOCNOLMHbI, 0hopMNeHnss HEOBXOANMbIX JOKYMEHTOB, OnnaThbl 3a
KOMWCCMIO NepeBoAa) cyacTnMBomy obnagartento HOBEHbKOrO aBToMobuns HeobxogmMmo
NepeYnCnUTb Ha CYET YKa3aHHY UMM CyMMY, a 3aTeM HabpaTb onpeneneHHyo KoMoGuHauuo umdp
N CUMBONOB, AKOObI ANs1 NPOBEPKM MOCTYNEHUSI AEHET HA CYET U NOSTYYEHUS «KoLa perncTpaumm».
Kak TonbKo epTBa 3aBepLuaeT ykasaHHble MaHUMynaumm, CHET OBHYNSeTCs, @ MOLUEHHMKN
ncyesalT B HEM3BECTHOM HarnpasneHUN.

Ecnu Bbl y3Hanm o npoBeneHunmn notepen TorbkKo Torga, Korga «Bbiurpanm» aBTOMOOUIb, €cnu Bbl
He 3anoJIHAINN 3aABKY Ha y4acTtune B Her NMbo kakMm-nnbo apyrum cnocobom He noareepXxaanu
CBO€ y4acTtume B po3blirpbille, To, BEpodTHEE BCEro, Bac MNbiTalkoTCA O6MaHyTb. Byﬂ,bTe OCTOpO)KHbI!

3. SMS-npocbb6a.

ABOHEHT nonyyaeT Ha MOBWMbHbBIN TenedoH coobLueHne: «Y MeHsl NpobneMbl, MO3BOHU MO TAKOMY-
TO HOMepY, eCny HOMepP He JOCTYMNEH, MOMOXW Ha HEro onpeAerneHHy CYMMY U NEPE3BOHNY.
YenoBek NONONHSET CYET M Nepe3BaHMBAET, TenedoH No-NPeXXHeEMY He IOCTYNEH, a AeHbIN
BEPHYTb Y)X€ HEBO3MOXHO.

4. TenecpoHHbIN 3aKa3 OT pyKoBoAuTenen NpaBooOXpaHUTENbHbIX U FOCYAapPCTBEHHbIX
OopraHoB BnacTu.
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Ha TenedoH aboHeHTa (MpeanpuHUMaTens, pykoBoaMTens o6bekta obLeCcTBEHHOIO NUTaHWS,
TOProBoOro ueHTpa nnbo nx coTpyaHvMkam 1 gp.) NOCTynaeT 3BOHOK OT NpaBOHapPYLUMUTENS, KOTOPbIN
npeacTaBnsieTca OOHUM U3 pyKoBOAUTENEN NPaBOOXPaAHNTESNbHbBIX OPraHoB (MPOKypaTypbl ropoga u
Ap.) ¥ IPOCUT NOMOSIHUTL CYET ero TenedoHa, AONONHUTESNbHO K 3TOMY NPOCUT, Hanpuvep,
3abpoHNpoBaThb CTONMK B pecTopaHe 1 coobLuaeT, YTo no npuesay Ha obbekT paccuntaetcs. He
AoXuaasicb npmesaa Akobbl AOMMKHOCTHONO Nnua, PyKOBOACTBYSCb MPUHLMMNOM YBaXXEHUS U
AOBEPUSA K PYKOBOAUTENIO HAa3BaHHOW LOMMKHOCTM B NPaBOOXPaHUTENbHbIX OpraHax, noTepnesLumni
nepeBoanT Yepes TepmuHan 6aHka, NMbo Yyepes UHble PUHAHCOBbLIE YCNYTM AEHEXHbIE CpeacTBa B
yKasaHHOM CymMe.

5. MnaTHbLIN KoA.

lMocTynaeT 3BOHOK, AKOObI OT COTPYAHMKA CryX0Obl TEXHUYECKON NOAAEPXKKM onepaTopa MOOUbHOM
CBSA3K, C NPEeASIOKEHMEM NOLKITHOYNTL HOBYHO SKCKNIO3UBHYHO YCIYry UnNn Ans nepeperucrpauum Bo
n3bexaHme OTKMYEHNS CBS3M U3-3a TEXHUYECKOro cbos, unu ansa ynydleHnss KayecTsa CBA3MW.
[na atoro aboHeHTy npegnaraeTca HabpaTb No4 OUKTOBKY KO, KOTOPbIV iBrisieTcs KoMbuHaumen
ANS ocyLlecTBneHnss MObUnNbHOro NnepeBofa AEHEXHbIX CPeACTB CO cyeTa aboHeHTa Ha cyeT
3M10YMbILUSIEHHUKOB.

6. LUTpadHble caHKUuMKM onepaTopa.

3MN0oyMbILWMAEHHMK NPEeACTaBASETCS COTPYAHNKOM CNyX0bl TEXHMYECKOM NOAAEPXKKN onepaTopa
MOBGUNBLHOM CBA3M 1 coobLaeT, YTo aboHEHT cMeHun TapudHbIA NNaH, He ONOBECTUB oneparopa
(Takke MOryT GbITb BapuMaHTbl: HE BHEC CBOEBPEMEHHYIO OMaTy, BOCMONbL30Barcs ycrnyramu
poyMunHra 6e3 npegynpexaneHus) n, COoTBETCTBEHHO, EMY HEODX0A4MMO onnaTuTb WTpad B
onpeaeneHHoOM pasmepe, Kynue KapTbl 3KCnpecc-onnaTthl U COOOLWMB UX KOAbI.

7. OwMGOYHbLIN NepeBOA CPEeACTB.

ABOHeHTY noctynaeT SMS-coobLieHne 0 NOCTYNMNEHNN CPEACTB Ha ero cyeT, NnepeBefeHHbIX C
nomoLubio yenyrn «MobunbHbin nepesogy». Cpasdy nocne 3Toro NocTynaeT 3BOHOK U MyX4uHa (Mnu
XXEHLLMHA) coobLLIaeT, YTo OLWMBOYHO NepeBen AEHbIN HA €ro CHET, MPU 3TOM NPOCUT BEPHYTb MX
obpaTHO TeM xe «MobunbHbIM NepeBoAoM». B AeCTBUTENbHOCTN AEHbIM He NMOCTynatT Ha
TenedoH, a YeroBeK NepeBOANT CBOM COOCTBEHHbIE cpeacTBa. Ecrnv no3BOHMTL MO yka3aHHOMY
HOMepy, OH MOXeT ObITb BHE 30HbI AocTyna. Kpome Toro, CyLlecTBylOT TakMe Homepa, npu
OCYLLECTBMEHUN BbI30Ba Ha KOTOpPbIE C TenedoHa CHUMAaTCs BCe CPeacTBa.

8. MNpeanoxexune nonyuntb goctyn Kk CMC-nepenucke n 3B8oHKam aboHeHTa.

YunTbiBasi CKNMOHHOCTb HEKOTOPbIX rPaXaaH «MOLWMNUOHUTLY 3a ONU3KUMU 1 3HAKOMbIMN,
3M10yMbILLNIEHHMKaMM UCNOMNb3YEeTCA creaytowas cxeMa MOLLEHHUYECTBA B CETU VIHTEPHET:
nonb3oBaTento npegnaraeTcsa U3yunTb CoaepKaHne CMC-CooOLLEHMIA N CNNCOK BXOAALLMX U
NCXOASALLNX 3BOHKOB MHTEpecytoLlero aboHeHTa. [Ina aToro Heo6xoaumo oTnpaBuTb coobLieHne
ctoumocTbio oT 10 go 30 pybnen Ha ykasaHHbIV KOPOTKMIA HOMEP M BNMCaTb B Npeanaraemyio
dopMy HoMep TenegoHa aboHeHTa.

Mocne Toro, Kak Nnonb3oBaTesb OTNPaBMseT CMC, C ero cHeTa CNUCLIBAETCA CyMMa ropasno 6onblue
TOW, YTO OblNa ykazaHa MOLLUEHHMKaMM, a MHTepecyoLwas MHopMaLmns BNOCreaCcTBUN Tak U He
noctynaert.

9. Npopaxa nmyLecTBa Ha UHTEpPHeT-canTax.

Mpun 3BOHKe Ha TenedoH, pasmMeLleHHbIn Ha VIHTepHeT-canTax obbasnennn (Asuto, ®apllocr,
[pom 1 gp.) npaBoHapyLwmTenb NPOCUT MNOMNOMHUTL CYeT ero TenedoHa, NMM60o coobLMTb AaHHbIE U
HOMep KapTbl MOTepneBLUEro ANA nepesoja AeHeXHbIX CPeaCcTB B Ka4eCcTBe 3ajaTka 3a Tosap.
Mocne coobLeHnst AaHHbIX KapTbl NPOUCXOAMUT CrMcaHne OEeHEeXHbIX CpeacCTB.

10. HoBas cxema TenedoHHOro MmowweHHn4YecTBa «BULWINHIY.
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OpHol 13 pacnpocTpaHEHHbIX CXeM KMGepnpecTynHUKOB B NocrneaHne rogbl ctan «BuwmHry — ato
BW MOLUEHHWYECTBA, NPV KOTOPOM 3M10YMbILLNEHHVKM NOA MtobbiM NPeaioroM BbiHYXXAalT Hac
NpenocTaBnATb KOHUAEHUMATbHbIE aHHbIE B «HALLMX COOCTBEHHbIX MHTEPEecax», TO eCTb
MCKYCCTBEHHO CO3aeTcsl cuTyauums, Tpebytolas noMoLLm oT cneumanucTa.

Llenb MoLLeHHMKOB nofa nobbiM NPearioroM U3Bnedb CEKPETHYI0 NNYHYI0 MHAOPMALINIO O KpeauTKe.
[1na nony4eHnst gocTyna K KoHpvaeHUManbHbIM aHHbIM Bnagernbla MHUMbIE MOMOLLHUKN
MCMONb3YHT TENE(OHHYIO CBSA3b Kak B aBTOMATU3NUPOBAHHOM pPeXnMe, Tak U HanpsiMyto OT MHUMOTO
«onepaunoHncTa» 6aHKOBCKOro cekTopa.

Bo MHoOrmx cnyvasx B Te4eHne OHS HaM NMOCTOSIHHO HaYMHAKT 3BOHUTb Ha MOBUMNBHUK C
HEe3HaKoMOro MOCKOBCKOro HoMepa, HaumHatoLeroca Ha 495. 3BOHKM C MOCKOBCKMX HOMEPOB
0ObI4YHO HACTOMBbKO HAaCTOMYMBbLI (MHOr4A 4O AECATU 3BOHKOB 3a [IEHb), YTO Mbl 3a4acCTyI0 yCTynaem
N OTBEYAEM Ha HUX.

Kak TonbKo Mbl OTBEYAEM Ha 3BOHOK, HAM Ccpa3y COOOLLAT BaXKHYH MHPOPMALNI0 O BO3HUKLLNX
npobremax ¢ Hallen KapTomr, HanpMmep, 4YTO oHa 3abnokuposaHa, a cnyxba 6e3onacHocTn 6aHka
npeaoTBpaTmna NonbITKY HECAHKLMOHMPOBAHHOMO CNUCaHus. 3aTem 3BOHSALLNA NpeanaraeT
NMOMOLLb B CNOXMBLLEWCS CUTyaLun, Ha KOTOPYIO MHOTME M3 Hac CornallarTCs.

Hac y6exgatoT B CPOYHOM peLLlEHNN BO3HUKLLEN CUTYaLMK, NOKa eLle He BCe AEHbIM yKpageHbl.
OueHb nocnenoBaTenbHO MOLLEHHUKM CTaparoTCa NOYyYnTb OT HAC BCHO NIMYHYIO MHGOOPMaLMIO O
KpeauTke, npucbinatT HoBble naponu u NMNNH koabl B CMC-yBegomneHusax. YcnokamsaoLmm
ronocom «b6aHKoOBCKMe paboTHMKMY» nNpeanaratoT pasnmnyHble BO3MOXHbIE BapuUaHThbl 3aLUUTHI.

[loragaTbecs 0 TOM, YTO NHOOE3HbIN MOMOLLHUK Ha APYroM KOHLLEe NpoBoAa SBMSETCS MOLLUEHHUKOM
He Bceraa ferko, Ho B MtoGoOM criyyae 370 BO3MOXHO. M3HayanbHO MOXHO nobrarogapuThb 3a
60UTENbHOCTb U y3HAaTb AOMKHOCTb, MHULMAMNbl 3BOHUBLLETO COTPYAHMKA KpeaUTHOM opraHn3aumm
M NPEeANPUHSTL NOMbITKY JO3BOHUTLCS MO ropsiyeit IMHUN.

Mcnonb3oBaTtb ANs BbISICHEHNSA CIOXMUBLLENCHA CUTYaLUn nyylle ApYron CBOW HOMepP, MOTOMY YTO Ha
CEerogHsiLLHWMIN OeHb Y BbiIMOraTenemn cyLwecTBYOT TEXHOMNOMMM, NO3BOMNSIOLWME NepeHanpaBnaTb BCe
nocnegytowme 3BOHKN Ha TeneOHHOEe YCTPONCTBO MOLLEHHUKOB.

11. XvLeHus ¢ KapT, NOAKIHOYEHHbIX K ONUUM GECKOHTaKTHbIX NiaTexen.

[na npoBegeHns onnatbl NO TAKOW KapTe JOCTAaTOYHO NPUNoOXnTb eé K TepmunHany. Beog NMUH-
koga He TpebyeTcs ecnu cymma He npesbiwaeT 1 000 pybnen. MNpu 9TOM KONMYECTBO PacXogHbIX
TpaH3aKLMIN He OrpaHUYeHo.

YT106bl NONY4YUTb AEHBIN, MOLLEHHMKY Oa)e He NoHagobuTcs BopoBaTth KapTy Yy knueHTa. Ecnu B
06LLEeCTBEHHOM TpaHCMNopTe NMOAHECTM YCTPOWCTBO K CYMKe Uy KapmaHy Bnajernbla, To cpeacTea
cnuwyTes. Ons aTux uenen MOWEHHUKN U3roTaBnMBaloT caMoAerbHble NePEHOCHbIE CYMTLIBATENM
UNN UCMonb3yoT GaHKOBCKME TepMUHanbl, 0OOPMIIEHHbIE NO (OUKTMBHBLIM JOKYMEHTaM.

Takke B TEKYLLEM roly 3r0YMbILLNIEHHUKM NPOAOSTKAT aKTMBHO MCMOSMb30BaTb (OULLIWHT B
coumarnbHbIX CETSAX U OHManH-MecceHaxepax. Hanbonbluyto BbIro4y MOLLUEHHMKaM NPUHOCST
MaxvHauum Yepes ABUTO, C NMOMOLLIbIO KOTOPbLIX OHM MOMyYarT AOCTYN B OHMNaNH-0aHK.

12. B3nom akkayHTa gpyra.

JTrogn moryT gaxe He nogo3peBaTth, YTO UM MULLET NOCTOPOHHUIA YENOBEK MNOA BUAOM
poOCTBEHHMKA, Apyra, ¢ Nnpocbbon nepeBoaa AeHer B CBA3U C NPOM3oLLEeaLLMM ropem. Takmm
o6pasom, BonasA B LOBEPWE, MOLLEHHUKN MbITAOTCA YKPACTb BalLM AEHbI.

13. TenecoHHOE MOLIEHHNYECTBO BO BpeMs NaHaeMuUu.

MHorue ns Hac BBMAYy naHaeMmnn Haxogurincb goma, 4to aktmem3nposaso MOLWEHHNYECTBO C
GaHKOBCKMMM KapTamMu no Teﬂe(bOHy. OueHb onepatMBHO 3TUM MOMEHTOM BOCMNOJIb30BAaJINCb
BbiMOraTesin ¢ NOMOLLbIO CMapT(bOHa.
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BoT nuwb HECKONBLKO HOBbLIX MPUMEPOB TOrO, Kak MPOUCXOANT TeNedOHHOE MOLLEHHMYECTBO C
nocnenyoLwen Kpaxen AeHer ¢ KpeauTKn, yYUTbiBasi COBPEMEHHYHO CUTYaLMIO:

Ha TenedgoH npuxoant CMC-yBeagomneHne o Ha4YncrneHmm KoMneHcaumm 3a Hepaboumii nepmos Bo
BpeEMS anMaemMuun, Ans nosyvyeHms KOTopon npegnaraetca nepe3BoHNTb B 6aHK U NoobLaTbCs €
MHUMbIM «COTPYOHUKOMY.

3M10YMbILUNIEHHMKN 3BOHAT HAM C YBEAOMIIEHMEM O TOM, YTO Mbl IKOObI HAXOAUNUCH B KOHTAKTE C
3aboneBwmmn Covid-19. B cBs3n ¢ 3TMM npeanaraeTcs CPOYHO caaTh NMaTHbIN aHanua Ha
KOPOHaBMpPYC, a YTOObl HEe HapyLLaTb PEXMUM CaMOU30NALMK, «COTPYAHUKM nabopaTopum» rotoBbl
npuexaTb K HaM Ha AoMm. [1na cpoYHoro Bble3ga bpuragbl HY)KHO COBEPLUNTL Npeaonnary.

B 06owx crniyyasix nogcTtaBHOW YeroBek, 6yab 3T0 COTPYAHMK GaHka nnv meg. nepcoHar,
npeanaraeTt CBOK OHMaNH-NMOMOLLb, YTOObI OCYLLECTBUTL NnaTex, a Arsi 3TOro eMy Hy>KHa
nHdopmaums o cyete. MNocne nonyyeHNs Heo6XoAMMbIX AaHHbIX MOLLEHHUKM BbIBOOAT AEHbIM, a
Mbl, JOBEPYMBbIE rpaXaaHe, OCTaeMcsl C HyneBbiM 6anaHcoM.

anBe,D,eHHbIVI nepevyeHb MOLLEHHNYECKNX CXEM He OorpaHnymMBaeTCd npmBedeHHbIMU npuMepamn.
npeCTyﬂHVIKVI HaxXoOAT BCE HOBblE N HOBblE CXEMbI U cnocobsbl Ona OOCTUXKEeHUA CBOUX NPEeCTYMNHbIX
3aMbICJ10B.

Kak y6epeubcsl OT Tenie(pOHHbIX MOLIEHHUYEeCTB?

Y100kl HE CTaTb XXEPTBOWN 3M10YMbILLNIEHHMKOB, HEOOX0AMMO cobntoaaTh NPOCTLIE NpaBuna
6GesonacHoro noeeaeHnsa n obasaTenbHO JOBECTM UX 40 CBEAEHUSA POAHbIX U BNN3KNX:

- He crnegyeT OOoBepPATb 3BOHKaAM U CcoobLLEHNAM, O TOM, YTO POAOCTBEHHUK U 3HaKoOMbI nonan B
aBapuio, 3agepXxaH CoTpyaHMKamMu nofinunm 3a coBepLueHne npecTtyniieHnd, ocobeHHo, ecnu 3a
3TUM cneanyet I'IpOCb6a O nepevncneHnn geHexHbolX cpencrts. Kak nokasbiBaeT npakTuka, 0ObIYHbIN
3BOHOK 6]'IVI3KOMy 4YerioBeKy Nno3BoJideT pa3BeATb COMHEHUA U NOHATb, YTO 3TO MOLUEHHUKA
NbITalOTCA 3aBliafeTb BallnMn cpencrsamm Unm MMyLLLECTBOM;

- He crnefgyeT oTBeYaTb Ha 3BOHKU Ui SMS-coobLLeHnsi C HEM3BECTHBLIX HOMEPOB C NPOCLOOM
NOMNOXWNTb HA CYET AEHbIN;

- He cnepgyeTt coobuwaTth No TenedoHy KoMy Obl TO HY BbINO CBEAEHUS NIMYHOIO XapakTepa.

CBoeBpeMeHHOe 06palleHne B NpaBOOXPaHUTENbHbIE OpraHbl MOXET MOMOYb APYTMM MoAsM He
NoMNacTbCsl HA HE3aKOHHbIE YIOBKM TeNedOHHbIX MOLLEHHWKOB.

npOTVIBOCTOFITb MOLLUEHHNKaAM BO3MOXHO J1LLUb NOBbILLEHHOWN BHUMATENBHOCTLIO, 3A4paBOMbICITUEM
N 64UTENBHOCTbLIO.



